JneMeHTapHbIe MpaBuia iMppoBoii 6e3omacHoCTH.

Bce nomesyrores HMurtepHerom. Ho HMurtepuer — 95T0 He TONBKO
paspiedyeHus. Kakue oracHOCTH MOTYT Bac MOACTEPEraTh B CETH., ;

[lens kubepnpecTynMHUKOB — IMOXUTHTL JEHbIM Y TEX, KTO HE oqen
BHUMATEIBLHO OTHOCUTCS K COXPAHEHHIO CBOMX TMEPCOHAIBHBIX HaHHBIX -
[MOJIHBIX PEKBU3UTOBR OAHKOBCKOW KapThl, JIOTHH& M Mapojis K cepBrcam
MAEHTUPUKAIIMOHHOTO HOMepa 11acnopTta, kogos u3 CMC.

JUis  BBIBOJI2a  TOXMUICHHBIX  JEHEXKHBIX  CPEJCTB  MONIEHHHKaM
HeoOXOAMMBI MPOMEXYTOUHbIE cyeTa. s DTOro OHU 4Yepe3 MECCEHIXKEpHI |
MoAOGHPAIOT JIIOJeH, FOTOBBIX NPEJOCTABUTE 32 BOHAIPAK/CHHE CBOU JMHILIC,
JIaHHbIE — PEKBU3UTLI OAHKOBCKUX KapT HJHM AauHble AOCTYNa K TAYHOMY |
kabuHeTy B OaHKe. :

MOouIeHHHKH YBEpSIIOT, YTO TaKHe NEAHUSA HE BJIEKYT OTBETCTBEHHOCT
OJIHAKO 3TO He Tak. B GaHKOBCKOM J0OroBope yKa3aHO, YTO MPENOCTABIIATE:
JIUYHBIE JaHHbBIE 3alPEIEHO.

HAITPUMEP. 14-netunit yueuuk BureGckoit WIKONBI MOMPOCHI Ha
HEKOTOpOE BpeMsi B I0Jb30BAHHE y CBOEro 15-jIeTHEro OJHOKJIACCHUKA €ro |
OaHKOBCKYIO IJiaTexHylo KaprTy. IlapeHb yxe WMeJd aKKayHT Ha i
KpUIITOBaXOTHOM Oupixe. HeussecTHbIC ML CBA3ATUCH C HUM B MECCeH KEPE |
W TIPETOXANK 3apaboTaTh. MoNOjol UeNoBEK MPEOCTABHT PEKBH3UTHI I
GaHKOBCKO# KapThl Apyra, Ha KoTopyko oH noiyuun 10 000 py6neit, nocse dero |
VIS HUX € OTOM KapThl Kylnu/J KpUNTOBAMIOTY Ha BCK cymMmy. B xone
NMPOBEAEHHs TPOBEPKH YCTAHOBJECHO, 4YTO [IONyYCHHBIE JCHbIM Oblin
NOXMILEHBI Y IIeHcuoHepa u3 Burebeka. '

Taxum o6pazom, IIKOJBHHK OKaszaln YyCIyrd MO MOKYIKe-TIpOaax
KPUIITOBATIOTH TPEThbUM JIMIAM, 4TO BJIEYET OTBETCTBEHHOCTD 3@ HE3aKOHHYO,
NpeAnpUHUMATENLCKYI0 HesTensHocTs mo 4.3 cr. 13.3 KoAll Pecry6nuku
benapycs.

B Hacrosiuee BpeMs PELIAeTCs BONPOC O HPHUBJEYEHUM €r0 3aKOHHBIX
npefcTaBuTeNneH K aIMHHUCTPATUBHON OTBETCTBEHHOCTH.

EUIE TIPUMEP. 16 noOZpOCTKOB M3 JBYX YUPEXJIEHHH CpeaHero
crienHaJbHOTO  00pa3oBaHus 00NacTH, CBA3ABIIHCH C  3aKasyMKOM U3
Unutepiera, ogopMiIsiid Ha cBoe MM OaHKOBCKUE KapThl U 34 BO3HArPaXKICHHE
or 15 po 50 pyGneii nepepasajii UX UM UX PEKBHU3UTBEI HEYCTaHOBJIEHHOM
nuuy Juis ucrodb3oeanus. C moMoupio 3THX OaHKOBCKHX KapT H CHETO
KUOEPNPECTYIIHUKY TEPEeBO/IMIN TMOXHIIEHHbIE AeHbru. B oTHOmeHHH §
NOAPOCTKOB BO30GYXK/CHBI YrOJNOBHBIE J€/Id, B OTHOIUEHHHM OCTaNIbHBIX
[IPOBOJMTCS MPOBEPKA M pelaeTcst BOMPOC 0 BO3OYKACHUH YIOJIOBHBIX Je.

Hajo 3HaTh, UTO JE€rKUX AeHer He ObIBaeT, 8 COMHUTENILHBIM 3apaboTok B
CeTH MOXeT IIoBJiedb 3a COOOM OTBETCTBEHHOCTh 33 HE3aKOHHY

MpeINPHHAMATENLCKYIO JEATe/IbHOCTh MM HE3aKOHHBIH 000pOT CpeiCTH|
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mnatexxa no cr. 222 YK. (IlpodrsrakTuaeckait posink pacro/iokeH 1o a,upecy_:;
https:/t.me/ciferam/492)

MHorna KuOeprpecTyMHUKY 0XOTATCS 32 IeHbraMH B3POCIIBIX.
Uro6Bl COXPaHUTh JICHETH POAMTENEN HeNb3s NepeaaBarb KoMy OBl TO

HU OBLIO B CETH JIMUHBIE JaHHBIE.

1. HATIPUMEP. «BkoHTaKkTe» IMEpenUChIBIACE ACBOMKH, XOTEJH
MOMOYb MPUIOTY IS XUBOTHBIX. OjIHa Mo mpockde Jpyro#i mepejana JaHHbIE i
doTtorpadun MaMUHON KapThl ¢ IBYX CTOPOH. i

Yrobbl 3aLATHTb CBOM AEHBCM OT PacdyeToB B CETH, HEJB3sl HHUKOMY '
rnepeaaBaTh JAaHHLIC KapThl C 0BOPOTHOM CTOPOHBI, U Ha BCAKAN Cllyuak,

HeoBX0 MO noaKounTh yeiyry 3-D Secure,

2. Ucnone3ays Teie(oH poxuTelieil HUKOMY HeJlb3s [IepEaBaTh HAQpPHI U3
CMC u ycTaHaBIMBaTh PUIIOKEHNUS, JAKE €CTTH cobecelHUKH NMPEACTABUINCE
COTPYAHMKAMU FOCOPTAHOB ¥ MPEANAraloT COXPaHUTh JEHBIH OT MOLIEHHUKOB.

HAITPUMEP. Jlepouka 10 ner B Burebcke OTBETHIA Ha 3BOHOK B |
MECCEH/DKEPE M COIIACHNIach Ha [PEUIOXKECHHE I[IOMOYb MaMme COXpaHuTh
nensrd. OHa nepenana JUYHBEIA HOMEpP M3 Tacnopra H uutdper 13 CMC. B
WTOre MOLIEHHHKU CMOINIH ODOPMHTH HA MaMy KpeIUT M Teneph CeMbi €TO ji
BBIMIJIAYMBAET.

3. B Apyrux ciiy4asx, 30yMbIIUICHHUKH I10 3BOHKY M3 Viber noOyxaane
neteii BLITTOJTHSITh OITACHBIE JEMCTBHL.

Tak, B wtone 2023 ropa B [lomouke MyX4WHa, NpeACTaBUBILUHC
COTPYAHUKOM CIyXObI ropaepxkn Viber 1 0BHORIEHNs «rocoseToBA» 10
JeTHEl IeBOYKE cKayaTh ONMpPEIe/ICHHOE NPUJIOKEHNE, KOTOPOE npenocrasngeré
eMy BO3MOXHOCTh YIIPaBJISTh €€ YCTPOHCTBOM, & yJOCTOBEPHBIIHMCH B TOM, 4To !
OHA gOMa OfiHa, yOeaws MOJOXKUTh (onbry, a TMOTOM KypHHBIE aiiua B
MHUKPOBOJIHOBYIO TTeb, KXK/IbIH pa3 BKIIOYas €€ Ha 2 MHHYTEL !

B asrycre 2023 roaa B BepxHEABHHCKE 6-neTHeH JEBOYKE Mquuﬂa;}
NMPeACTABAICS  COTPYJIHMKOM — MWJIMIHM, —CKasal, HTO A MPOBEPK
UCTIPABHOCTHM TA30BBIX [UIMT HEOOXOJMMO BKJIOYATH Ta30BYIO KOHDOPK)
BHIHTH W3 KyXHU Ha 30 MMHYT, NOC/IE YETO BEPHYTHCS U 3aXCHb OTOHE. |

(s BKTIOUEHUS QYHKIMH «3aIIMTA OT JIHITHHX 3BOHKOBY Heo6X0INM
B Viber nocienoBaTenbHO HAXKATH ClIEAYyIOlIee: Eue—Hactpoiiki— Bbi30Bbl
COOBIEHISA— 3aLTa OT JIMLIHUX 3BOHKOB (yCTaHOBUTD rajgouKy).

4. Hesb3sl HCTIONB30BATh Yy Kyro OaHKOBCKYIO KapTy.
HAITPUMEP. Tak B Opuie WKOJbHUKH MO Aopore B IMIKOJIY HAIILTH
YTEepSAHHYIO OAHKOBCKYIO Kapry M BOCMOJIb3OBAIHCEL €IO B 6ﬂﬂ}1<a.ﬁmemj.
MaraspHe — Ky[Tuiy yroLEeHus, 8 TAKKe HEJIOpOrue CyBCHUPEL. |
Takue AeficTBIA TAKXKE BICKYT YTOJIOBHYIO OTBETCTBEHHOCTE C 14 ner.

Telegram-kanar «l [ndppobast rpamoTHOCTb» @cifgra
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5. Henb3s MCNOJB30BATE UYXKYy10 OaHKOBCKYIO KapTy, AaXE B Wnrepuere

HATIPMMEP. B 6ankomare Myx4nHa 3a0bi CBOIO DAHKOBCKYIO KapTy.
Jlpyroit ee oOHapyXui 1 chororpaduposal ¢ AByX CTOPOH, HO cebe He 3abpal,
a 06paTHO BCTaBWI B TOT e OaHKoMar. T[lepBLiii MYyX4HHA OOHAPYKHMI
[pOIAaXy U BEPHYJICS 32 KapToH, 3a0pail ee ¥ MPOLOJDKAI NOJIE30BATHEA ell.

Tak Kak JaHHble ero KaprThl y)Ke OblTM CKOMIPOMCTHUPOBAHBI BTOPBIMY
MYXUHHOM, Yepe3 HeKOTOPOE BPEMs OH BOCTONL30BAJICA IAHHBIMHI 1 COBEPLINIY
oraty B VinTepfier-marasuue ¢ Haili€HHOH GaHKOBCKOW KapThl. J_Iei’qcmu
BTOPOTO MY’>KUYMHBI MOBJIEKIIA YTONOBHYIO OTBETCTBEHHOCTS. 3a Takue HAeSHUS
TaKOKE TPelyCMOTPEHA YroJIOBHast OTBETCTBEHHOCTD C 14 ner.

A BOT y TeEpBOTrO MYXUYHHBI €Cild Obl B HacTpolikax KapTel ObLIa |
nopkmouena yemyra 3-D Secure, on Obl ObUT MPEAYIPEKACH HEPE3 CMC ot
Ganka 06 omepauusx no ero kapre B MHTepHeTe M CMOT 6bl OCTAHOBHTE !
oruIary.

HeJb3s HUKOMY JaBaTh (ororpadupoBaTh 6aHKOBCKYIO KapTy.

C 14 neT yxe MOXHO MONyYuTh B OaHKe ¥ MCNOJIBE30BATE COOCTBEHHYIO
GaHKOBCKYIO KapTy. YToOBI HUKTO Cily4aiiHO HE CMOT 3aUKCHPOBATH CBE/ICH
0 KapTe, 0e3omacHO TpHBs3EIBAaTE KapTy K MOOHJILHOMY TIPHIIOIKEHHIO
paccuuTHIBaTbCs TeaepOoHOM ¢ hyHKIMCH GEeCKOHTAKTHOM OIIATEI.

6. HyskHO COXpaHATh B TalHe CBOM JIMYHBIC JAHHBIC JUTA UTP.

HATIPUMEP. B Tlonouke mxonbuuk urpan B Tankn. Jpyro# WIPOK
TIPEUIONIIL EMY IPOKAUaThy OPYXHUE, [IEPeAaB Ha BPEMs HOCTYIL K aKKayHTy.
[Toce mepenaun AOCTyIA BTOPOMY HTPOKY B aKKayHTE OBl H3MEHEH MAapoJib Hf
[PUBS3aH APYroil HOMEp Tene(oHa, a MaJbUMK [OTEPSI CBOM AOCTHNCHUA
urpe, NpuobpeTEHHbIE 32 PEATHHBIC NCHBIH.

B 5TOM TpECTYIUICHAW RNMOYMBILUIEHHUK YCTAHOBICH M IPUBJICHCH K.
YrOJIOBHOH OTBETCTBEHHOCTH. '

7. Yepe3 KOMIBIOTEPHBIE WUIpbl JETH HHOrAA JIOKa3bIBAIOT
3HAYUMOCTH. HO WHOIIA UIPhI MEPEXOJST B peallbHyO XKHU3Hb.

Cpeant TOAPOCTKOB CYWIECTBYeT MHEHWE, HTO MOXHO OTOMCTHI
obuupxy, noGarvus emy npobnem. Tak MHOTJA NOAPOCTKH Ha JJIEKTPOHHYIO !
[OYTY OPT2HU3AIlMK HATIPABJISIOT COOOLIEHHS O TOM, HTO OHA 3aMUHMpOBaHa. B
[HCbME WHOTAZ TIPOCAT MEPEBECTH JISHBIW, WHOI/AA IHHIYT JIAHHBIE i
OTIPABUTENS [MCbMa C  pacyeToM, 4YTo 3a OTO €ro  MPHBICKYT Kg{
OTBETCTBEHHOCTH.

Hazo MOMHHTB, YTO Bce ACHCTBMS B CETH COXPAHAKOTICA W PaHO WA
MosaHO  OTTpaBMTenh mickMa  Oyjer  yCTAHOBNCH, a  yroJloBHA
OTBETCTBEHHOCTD 3d TaKue s HUs HacTynaer ¢ 14 ner.

HAITPYMEP. B Opume OTBeprHyThifi MOJOMOH HENOBEK, eI
OTOMCTHTh HOBOMY JpYry ObiBIIEH JEBYLIKH, OTNPaBHI OT €ro HMMCHH

3IeKTPOHHOE MUCHMO C 3aBEI0MO JIOKHBIM coobimennem 06 onacHocTH, Pan
Telegram-kanan «1ludposas rpaMoTHOCTEY @cifgram
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Apyro# MOAPOCTOK M3 06nacTH HANpAB/IAL AHANOTHYHBIC I[IMCHMA, yTo0n |18
copBaTh ypoKM B IIKonax. B Hacrosiiee Bpemsi B OTHOLICHHMH napHeit i
BO30YK/ICHbI yroJIOBHBIC JIeNid, UM IPO3UT BILIOTH J0 7 ner nuumenus cBoOObL. /|
Bce MarTepuanbHbie 3aTpaThl Ha paboTy CrielCcay0 [pH JBaKyaluu JioleH
MIPUAETCS KOMIEHCHPOBATH UM WJIH UX POJUTENISAM.

8. IMapomu B COLL CETU. Bce cMOTPAT POJTMKH OIOrepoB, OHM MOJTyHaI0T §
3a IPOCMOTPBI ACHBIH, DTO MX 3apaboTOK.
Jlns Toro uToOBl XaKepsl He 3aBIajcin  [CHbraMH, HeoGxoaumMo i
cobmogarh NAGPOBYK THIMEHYy — YCTaHaBIMBAaTh CJIOXKHBIC T2poiH K
akkayHTam, B HHTepHETE HCMOJb30BaTh OT/IC/IbHYIO BHPTYalTbHYIO KapTy,
NPUBA3BIBATH AKKAYHT K HOMEDY TeIeOHA. 1
Wuoraa poxutemu MoryT cosepuiaTh oumubku B MHTEpHETE. Muorue !
MPUBA3LIBAIOT CBOM 3apIUIATHBIE KapThl K NPUIIOKEHWAM TakCH, AOCTaBKA
MUOUBL, CYIIM, TOProBeix Tmiowanok. FHoraa, Xakepsl B3aMBIBAIOT |
ApWIOKEHHS U TPOJAIOT JaHHbIE KapThl poxuTench. B cetn HCIIOJBb3YHTE
OTAe/IbHBIE BUPTYAbHBIE KAPTE! M HE XPaHUTE Ha HUX MHOTO JCHET.
Hayunte poaurened  HCMNOJIb30BAaTH B HutepHeTe  OTHEJIBHYIO
BUPTYaJIBHYIO KapTy ¥ aKTHBMPOBATh Ha HEH yCiyry 3-D Secure. E

9. HATTPUMEP. Xakepb! B3N1aMBIBalOT aKKayHTBl B COLMANIBHBIX CETAX
YCTAHABIMBAIOT CBEAEHUS O BAC, O BAIMX POAMTEIIAX, 0abyiKax u JeiymKax
WM BallMX APY3bAX, & MOTOM HAUMHAIOT [EPEnuCHIBATHECA C Bamy, TIPOCST |
OTIIPaBHTH UM 9TO-TO JiMdHoe. Henb3st ykasbisaTh B MHTEPHETE CBOH peaibHBIe
jaHHBle W jgaHneie  poaureneil.  KubeprnpecTynHMKM - MOryT  JIaXe,
[IAHT@XHAPOBATL Bac, €CNM y HMX HAHJIETCS KOMIPOMETHPYIOWas BaC |
undopmarus — doro wam coodwenns. OHM MOryT TpeboBaTh AEHBIH Wi
OTOMCTHMTL 33 HeBbIIIOJHeHue TpeboBanui, HanpuMep, OT BaLIEro HMCH
3aMUHUPOBATE [IKOJTY WX APYro 00BeKT.

10. KubeprpecTynHUKMA MOTYT NPEACTABIATECH POBCCHHKAMH M CaM
HAuaTh OBLICGHUE C BAMH, @ IOTOM MPOCUTH OTHPaBUTh UM B MHTEpHETE Balll
nuunele dororpadun, obewas 3anaTUTe 3a STO JICHBIH. ITocne mony4eHu
MepBbIX NPOCAT OTMPaBisTh Bee Gomblie W Oonble dororpaduii, a MOTOM
MOTYT BAC 3aCTaBJSTh Je/aTh ONACHbIE BELIH Wik NMPOCHTH ACHBIH B3POCIEIX,
Myras, 4To MOKAXYT 3TH oTorpadun OTHOKIACCHUKAM WIIH POIUTEIIM. Takue,
hakTl 1eACTBUTENBHO CYIECTBYIOT, TO3TOMY, HENB3s NOBEPATE HE3HAKOMIIAM
B COLICETH — JIIO00H MOXET OKa3aThCs HE TEM, KeM IIPEJICTABIACTCS.

11 B «Instagram» 1wacTo IpOAAIOT HEAOPOTHE BELIH. HysHO TIATENbHO,
MPOBEPATh MHQOPMALMIO O MarasMHe M OMIavMBaTh TMOKYNKH TOJLKO TOCH
monyueHuss Ha rmoure. Huorna MOIICHHHKM NDPEAHAMEPEHHO noIy4yaos
TpEIONaTy, HO3KE COODW2KoT, YTO JOCTaBKAa TOBapa HE BOIMOXHA,
NpeanaraioT BEPHYTh AeHbrd OOpaTHO, NP ITOM MOKYNATENFo Harpasision

Telegram-kanan «LIugposas rpaMoTHOCTE» @cifgram
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(ULIUHTOBYKO CCBUIKY, Ha KoTopoit TpebyeTcsa BBECTH MOJHLIE AAHHbIC Kap"rsl,j'
BKJIIOUAsi TPEX3HAYHBIA Koj Ha 00OpoTe, NpejHa3HayeHHbI  TOMLKO /U1 |
pacxonHblx orepaimid. ITojx npeioroM Bo3spata ACHET, MOKYNaTeId HHOTJ
CTAHOBATCS IBAYIbl 0OMaHYTHIMK KHOEpIIPECTyIBUKAMH.

12. Henb3s HUKOrO ockopO/saTh B COLICETH, OTBETCTBCHHOCTE 33 310, KaK:
4 B OObIyHOHM ku3uu. EciM Bl HE JIOCTHTJIM BO3pacTa HACTYIIICHHA
OTBETCTBEHHOCTH, TO 3@ BALK NOCTYNKU OyayT OTBEYaTh POAUTETIH.

YnpasieHue 1o npoTUBOCHCTBAIO KuOeprnpecTyMHOCTH
KPUMUHANLHOW MUK

VBJI Bure6cKoro 061Mcnonkoma ¢



